PEN-300 OSEP

Training and Certification

Cyber Security Educational Courses Professional Sessions

ABOUT US

We offer Cyber Security and
Information Security training and
Certification in Delhi for Cyber
Security and Information
Technology aspirants. Since Decade,
we have been in the Information
Technology and  Cybersecurity
industry. You can learn more about
cybersecurity,  Techniques, and
Tools to choose a better career path.
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DESCRIPTION v

This is a highly classified Advanced Pentesting Training from the
house of Offensive Security providing all Evasion Techniques and
Breaching Defenses. As Craw Security has become the authorized
learning partner with Offensive Security, one can understand how
crucial and important our role is there on providing all the essential
study material and the authentic training related to Offensive
Security PEN-300 and the OSEP Certification.

Duration - Language - Mode -
40Hrs Hindi & English  Online & Offline
BENEFITS \%

1.Basic to Advanced Courses

2.Interview Cracking and Proposal-Making Sessions
3.Transparent Syllabus

4.Career-Oriented Courses and Certifications
5.International Accreditation
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https://www.offensive-security.com/training-partners/learning-partners/
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PEN-300 OSEP

‘} Training and Certification

Cyber Security Educational Courses Professional Sessions

PEN-300 OSEP COURSE MODULE

Module 01:

Operating System and

Programming Theory

Module 02
Office

Module 03 :

Jscript

Module 04 :
Module 05 :

Evasion

Module 06 :
Module 07 :
Module 08 :
: Linux Post-Exploitation

Module 09

Module 10 :

: Client Side Code Execution With

Client Side Code Execution With

Process Injection and Migration
Introduction to Antivirus

Advanced Antivirus Evasion
Application Whitelisting

Bypassing Network Filters

Kiosk Breakouts

Module 11 : Windows Credentials

Module 12 :
Module 13 :
Module 14 :

Module 15
Module 16

Windows Lateral Movement
Linux Lateral Movement
Microsoft SQL Attacks

: Active Directory Exploitation
: Combining the Pieces
Module 17 :

Trying Harder: The Labs

Popular Offensive
Security
Courses

B-200
OSWA

EB-300
OSWA
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